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	EDB-ID: 44083


	Author: Google Security Research


	Published: 2018-02-15


	CVE:  N/A                    


	Type: Dos


	Platform: Multiple 


	Aliases:                             N/A


	Advisory/Source: Link


	 Tags:                             Out Of Bounds


	 Vulnerable App:                                                                     N/A                                                                                                         



   
 When parsing ShadingPatterns; according to the specification they shouldn't be permitted to have a pattern colorspace as their base colorspace, but this is not validated, leading to out-of-bounds reads when rendering using the malformed shading pattern. 
  
 bool CPDF_ShadingPattern::Load() { 
  
   // ... snip ... 
  
   CPDF_Object* pCSObj = pShadingDict->GetDirectObjectFor("ColorSpace"); 
   if (!pCSObj) 
     return false; 
  
   // No validation here on the type of colorspace. 
  
   // ... snip ... 
  
   return true; 
 } 
  
 If we now look at the code called during rendering of this pattern, we call through DrawFreeGouraudShading (cpdf_renderstatus.cpp), which will call CPDF_MeshStream::ReadVertex for each vertex in the shading pattern, which will call CPDF_MeshStream::ReadColor. 
  
 std::tuple<float, float, float> CPDF_MeshStream::ReadColor() { 
   ASSERT(ShouldCheckBPC(m_type)); 
  
   float color_value[kMaxComponents]; 
   for (uint32_t i = 0; i < m_nComponents; ++i) { 
     color_value[i] = m_ColorMin[i] + m_BitStream->GetBits(m_nComponentBits) * 
                                          (m_ColorMax[i] - m_ColorMin[i]) / 
                                          m_ComponentMax; 
   } 
  
   // NB: color_value has only been initialised for the first m_nComponents elements 
  
   float r = 0.0; 
   float g = 0.0; 
   float b = 0.0; 
   if (m_funcs.empty()) { 
     m_pCS->GetRGB(color_value, &r, &g, &b); // <-- we're interested in this call here 
     return std::tuple<float, float, float>(r, g, b); 
   } 
  
   // ... snip ... 
 } 
  
 This call to GetRGB will be into the pattern cs 
  
 bool CPDF_PatternCS::GetRGB(float* pBuf, float* R, float* G, float* B) const { 
   if (m_pBaseCS) { 
     ASSERT(m_pBaseCS->GetFamily() != PDFCS_PATTERN); 
     PatternValue* pvalue = (PatternValue*)pBuf; 
     // pvalue->m_Comps is now pointing 5 dwords into an 8 dword sized buffer, and p_pBaseCS expects to be able to read 8 dwords from it.  
     if (m_pBaseCS->GetRGB(pvalue->m_Comps, R, G, B)) 
       return true; 
   } 
   *R = 0.75f; 
   *G = 0.75f; 
   *B = 0.75f; 
   return false; 
 } 
  
 Originally reported without 90 day deadline as https://bugs.chromium.org/p/chromium/issues/detail?id=795251, since it wasn't clear that there was an easy way to use the oob-read to leak information in a way that was useful, deadline applied as of 15/12 after working out how to use this as an information leak for  issue 1489 .  
  
  
 Proof of Concept: 
 https://github.com/offensive-security/exploit-database-bin-sploits/raw/master/bin-sploits/44083.zip
 

Source: www.exploit-db.com
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MGB OpenSource Guestbook 0.7.0.2 SQL Injection




MGB OpenSource Guestbook version 0.7.0.2 suffers from a remote SQL injection vulnerability.















Joomla DatsoGallery 3.4.4 SQL Injection




Joomla DatsoGallery component version 3.4.4 suffers from remote SQL injection vulnerabilities.















Purchase Order Management 1.0 Shell Upload




Purchase Order Management version 1.0 suffers a remote shell upload vulnerability. Flow details to achieve this are shown in the video link provided.


















Archive















	


2023
254




	


March
16




	


Mar 08
1







	


Mar 07
6







	


Mar 06
4







	


Mar 03
2







	


Mar 02
2







	


Mar 01
1












	


February
91




	


Feb 28
20







	


Feb 27
4







	


Feb 24
9







	


Feb 23
3







	


Feb 22
1







	


Feb 21
1







	


Feb 17
7







	


Feb 16
1







	


Feb 15
9







	


Feb 14
2







	


Feb 13
1







	


Feb 10
8







	


Feb 09
5







	


Feb 08
3







	


Feb 07
4







	


Feb 06
3







	


Feb 03
4







	


Feb 02
1







	


Feb 01
5












	


January
147




	


Jan 31
6







	


Jan 30
9







	


Jan 27
3







	


Jan 26
1







	


Jan 25
3







	


Jan 24
3







	


Jan 23
5







	


Jan 20
14







	


Jan 19
1







	


Jan 18
15







	


Jan 17
16







	


Jan 13
13







	


Jan 12
11







	


Jan 11
10







	


Jan 10
18







	


Jan 09
5







	


Jan 06
1







	


Jan 05
3







	


Jan 04
1







	


Jan 03
4







	


Jan 02
5






















	


2022
1422




	


December
86




	


Dec 29
2







	


Dec 27
8







	


Dec 23
3







	


Dec 21
7







	


Dec 20
2







	


Dec 19
4







	


Dec 16
1







	


Dec 15
24







	


Dec 14
5







	


Dec 12
4







	


Dec 09
13







	


Dec 08
2







	


Dec 07
3







	


Dec 06
3







	


Dec 05
3







	


Dec 02
2












	


November
72




	


Nov 30
6







	


Nov 29
2







	


Nov 28
1







	


Nov 25
8







	


Nov 24
2







	


Nov 23
1







	


Nov 21
13







	


Nov 18
2







	


Nov 17
1







	


Nov 16
4







	


Nov 15
6







	


Nov 14
4







	


Nov 11
7







	


Nov 10
5







	


Nov 09
1







	


Nov 08
2







	


Nov 07
1







	


Nov 04
2







	


Nov 03
1







	


Nov 02
3












	


October
91




	


Oct 31
5







	


Oct 28
1







	


Oct 27
1







	


Oct 26
2







	


Oct 25
2







	


Oct 24
5







	


Oct 20
4







	


Oct 19
3







	


Oct 17
26







	


Oct 10
10







	


Oct 07
2







	


Oct 06
4







	


Oct 05
3







	


Oct 04
5







	


Oct 03
11







	


Oct 01
7












	


September
131




	


Sep 30
3







	


Sep 29
7







	


Sep 28
4







	


Sep 27
6







	


Sep 26
15







	


Sep 23
6







	


Sep 22
6







	


Sep 21
2







	


Sep 20
12







	


Sep 19
7







	


Sep 16
6







	


Sep 15
2







	


Sep 14
1







	


Sep 13
4







	


Sep 12
4







	


Sep 09
19







	


Sep 08
1







	


Sep 07
9







	


Sep 06
3







	


Sep 05
7







	


Sep 02
5







	


Sep 01
2












	


August
84




	


Aug 31
2







	


Aug 30
1







	


Aug 29
1







	


Aug 26
1







	


Aug 25
3







	


Aug 24
1







	


Aug 23
3







	


Aug 22
3







	


Aug 19
4







	


Aug 18
3







	


Aug 17
1







	


Aug 16
2







	


Aug 15
6







	


Aug 12
4







	


Aug 11
2







	


Aug 10
4







	


Aug 09
5







	


Aug 08
6







	


Aug 05
6







	


Aug 04
5







	


Aug 03
4







	


Aug 02
1







	


Aug 01
16












	


July
73




	


Jul 29
13







	


Jul 28
2







	


Jul 26
5







	


Jul 25
2







	


Jul 22
2







	


Jul 21
7







	


Jul 20
1







	


Jul 19
2







	


Jul 18
6







	


Jul 15
2







	


Jul 14
2







	


Jul 13
1







	


Jul 12
1







	


Jul 11
7







	


Jul 07
1







	


Jul 06
4







	


Jul 05
5







	


Jul 04
5







	


Jul 01
5












	


June
85




	


Jun 30
3







	


Jun 29
2







	


Jun 28
3







	


Jun 27
9







	


Jun 24
4







	


Jun 22
2







	


Jun 21
5







	


Jun 20
10







	


Jun 19
18







	


Jun 10
2







	


Jun 08
2







	


Jun 07
9







	


Jun 06
7







	


Jun 02
2







	


Jun 01
7












	


May
145




	


May 31
4







	


May 30
5







	


May 26
5







	


May 25
1







	


May 24
3







	


May 23
5







	


May 20
1







	


May 19
3







	


May 18
2







	


May 17
10







	


May 16
12







	


May 13
8







	


May 12
7







	


May 11
33







	


May 10
3







	


May 09
11







	


May 06
9







	


May 05
2







	


May 03
14







	


May 02
7












	


April
136




	


Apr 29
1







	


Apr 28
1







	


Apr 26
5







	


Apr 25
1







	


Apr 21
3







	


Apr 20
5







	


Apr 19
26







	


Apr 15
11







	


Apr 14
6







	


Apr 13
3







	


Apr 12
3







	


Apr 11
9







	


Apr 08
16







	


Apr 07
27







	


Apr 06
5







	


Apr 05
5







	


Apr 04
8







	


Apr 01
1












	


March
174




	


Mar 31
9







	


Mar 30
17







	


Mar 29
7







	


Mar 28
23







	


Mar 25
1







	


Mar 24
9







	


Mar 23
6







	


Mar 22
9







	


Mar 21
12







	


Mar 18
2







	


Mar 17
7







	


Mar 16
7







	


Mar 15
2







	


Mar 14
11







	


Mar 11
4







	


Mar 10
8







	


Mar 09
6







	


Mar 08
2







	


Mar 07
13







	


Mar 04
10







	


Mar 03
1







	


Mar 02
6







	


Mar 01
2












	


February
174




	


Feb 28
9







	


Feb 25
5







	


Feb 24
2







	


Feb 23
9







	


Feb 22
7







	


Feb 21
17







	


Feb 18
20







	


Feb 17
15







	


Feb 16
11







	


Feb 14
4







	


Feb 11
5







	


Feb 10
10







	


Feb 09
10







	


Feb 08
12







	


Feb 07
4







	


Feb 04
13







	


Feb 03
2







	


Feb 02
18







	


Feb 01
1












	


January
171




	


Jan 31
5







	


Jan 28
1







	


Jan 27
7







	


Jan 26
7







	


Jan 25
22







	


Jan 24
2







	


Jan 21
4







	


Jan 20
7







	


Jan 19
1







	


Jan 18
6







	


Jan 17
17







	


Jan 13
12







	


Jan 12
5







	


Jan 11
3







	


Jan 10
12







	


Jan 07
3







	


Jan 06
9







	


Jan 05
32







	


Jan 04
1







	


Jan 03
15

















	


2021
2208




	


December
128




	


Dec 28
7







	


Dec 23
1







	


Dec 21
4







	


Dec 20
6







	


Dec 17
4







	


Dec 16
9







	


Dec 15
13







	


Dec 14
11







	


Dec 13
17







	


Dec 10
5







	


Dec 09
13







	


Dec 08
9







	


Dec 06
9







	


Dec 03
14







	


Dec 02
2







	


Dec 01
4












	


November
147




	


Nov 30
1







	


Nov 29
8







	


Nov 26
7







	


Nov 24
5







	


Nov 23
6







	


Nov 22
20







	


Nov 19
1







	


Nov 18
3







	


Nov 17
7







	


Nov 16
4







	


Nov 15
8







	


Nov 12
6







	


Nov 11
5







	


Nov 10
6







	


Nov 09
3







	


Nov 08
17







	


Nov 05
18







	


Nov 04
2







	


Nov 03
1







	


Nov 02
10







	


Nov 01
9












	


October
197




	


Oct 29
6







	


Oct 28
18







	


Oct 26
18







	


Oct 25
24







	


Oct 22
6







	


Oct 21
3







	


Oct 20
2







	


Oct 19
3







	


Oct 18
16







	


Oct 15
1







	


Oct 14
7







	


Oct 13
11







	


Oct 12
4







	


Oct 11
3







	


Oct 08
13







	


Oct 07
9







	


Oct 06
9







	


Oct 05
18







	


Oct 04
17







	


Oct 01
9












	


September
175




	


Sep 30
5







	


Sep 29
8







	


Sep 28
10







	


Sep 27
19







	


Sep 24
4







	


Sep 23
8







	


Sep 22
12







	


Sep 21
9







	


Sep 20
9







	


Sep 17
6







	


Sep 16
3







	


Sep 15
5







	


Sep 14
10







	


Sep 09
21







	


Sep 08
3







	


Sep 07
12







	


Sep 03
7







	


Sep 02
15







	


Sep 01
9












	


August
119




	


Aug 31
25







	


Aug 26
1







	


Aug 25
3







	


Aug 23
5







	


Aug 20
5







	


Aug 19
5







	


Aug 18
5







	


Aug 17
5







	


Aug 16
16







	


Aug 13
10







	


Aug 12
5







	


Aug 11
4







	


Aug 10
7







	


Aug 09
4







	


Aug 06
6







	


Aug 05
3







	


Aug 04
5







	


Aug 03
1







	


Aug 02
4












	


July
171




	


Jul 30
5







	


Jul 29
8







	


Jul 28
5







	


Jul 27
3







	


Jul 26
16







	


Jul 23
3







	


Jul 21
9







	


Jul 20
8







	


Jul 19
15







	


Jul 16
8







	


Jul 15
3







	


Jul 14
27







	


Jul 07
5







	


Jul 06
14







	


Jul 05
27







	


Jul 02
8







	


Jul 01
7












	


June
220




	


Jun 30
6







	


Jun 29
1







	


Jun 28
11







	


Jun 25
6







	


Jun 24
10







	


Jun 23
10







	


Jun 22
15







	


Jun 17
24







	


Jun 15
14







	


Jun 14
21







	


Jun 11
15







	


Jun 10
9







	


Jun 09
7







	


Jun 08
7







	


Jun 07
11







	


Jun 04
16







	


Jun 03
16







	


Jun 02
8







	


Jun 01
13












	


May
194




	


May 31
10







	


May 28
6







	


May 27
10







	


May 26
8







	


May 25
3







	


May 24
15







	


May 21
5







	


May 20
5







	


May 19
10







	


May 18
10







	


May 17
21







	


May 14
4







	


May 13
8







	


May 12
10







	


May 11
9







	


May 10
12







	


May 07
9







	


May 06
4







	


May 05
16







	


May 04
6







	


May 03
13












	


April
178




	


Apr 30
15







	


Apr 29
3







	


Apr 28
10







	


Apr 27
5







	


Apr 26
5







	


Apr 23
6







	


Apr 22
9







	


Apr 21
17







	


Apr 20
4







	


Apr 19
11







	


Apr 16
4







	


Apr 15
7







	


Apr 14
14







	


Apr 13
5







	


Apr 12
1







	


Apr 09
2







	


Apr 08
13







	


Apr 07
10







	


Apr 06
11







	


Apr 05
11







	


Apr 02
3







	


Apr 01
12












	


March
237




	


Mar 31
5







	


Mar 30
4







	


Mar 29
14







	


Mar 26
10







	


Mar 25
11







	


Mar 24
9







	


Mar 23
14







	


Mar 22
14







	


Mar 19
28







	


Mar 18
9







	


Mar 17
7







	


Mar 16
7







	


Mar 15
24







	


Mar 12
11







	


Mar 11
6







	


Mar 10
6







	


Mar 09
12







	


Mar 08
12







	


Mar 05
3







	


Mar 04
8







	


Mar 03
8







	


Mar 02
6







	


Mar 01
9












	


February
198




	


Feb 26
21







	


Feb 25
4







	


Feb 24
14







	


Feb 23
5







	


Feb 22
8







	


Feb 19
11







	


Feb 18
6







	


Feb 17
3







	


Feb 16
14







	


Feb 15
6







	


Feb 12
5







	


Feb 11
6







	


Feb 10
8







	


Feb 09
11







	


Feb 08
32







	


Feb 05
11







	


Feb 04
1







	


Feb 03
6







	


Feb 02
9







	


Feb 01
17












	


January
244




	


Jan 29
12







	


Jan 28
7







	


Jan 27
9







	


Jan 26
11







	


Jan 25
17







	


Jan 22
14







	


Jan 21
10







	


Jan 20
7







	


Jan 19
7







	


Jan 18
13







	


Jan 15
12







	


Jan 14
6







	


Jan 13
8







	


Jan 12
6







	


Jan 11
13







	


Jan 08
18







	


Jan 07
8







	


Jan 06
14







	


Jan 05
23







	


Jan 04
28







	


Jan 01
1

















	


2020
2039




	


December
232




	


Dec 31
4







	


Dec 30
1







	


Dec 29
6







	


Dec 24
5







	


Dec 23
11







	


Dec 22
13







	


Dec 21
13







	


Dec 18
15







	


Dec 17
23







	


Dec 16
6







	


Dec 15
10







	


Dec 14
13







	


Dec 11
16







	


Dec 10
8







	


Dec 09
11







	


Dec 08
7







	


Dec 07
10







	


Dec 04
20







	


Dec 03
8







	


Dec 02
26







	


Dec 01
6












	


November
190




	


Nov 30
6







	


Nov 28
22







	


Nov 25
12







	


Nov 23
19







	


Nov 20
13







	


Nov 19
2







	


Nov 18
4







	


Nov 17
10







	


Nov 16
22







	


Nov 13
8







	


Nov 12
3







	


Nov 11
6







	


Nov 10
5







	


Nov 09
27







	


Nov 06
7







	


Nov 05
6







	


Nov 04
4







	


Nov 03
3







	


Nov 02
11












	


October
165




	


Oct 30
7







	


Oct 29
9







	


Oct 28
16







	


Oct 27
4







	


Oct 26
8







	


Oct 21
8







	


Oct 20
17







	


Oct 19
25







	


Oct 16
9







	


Oct 15
3







	


Oct 14
4







	


Oct 13
3







	


Oct 12
9







	


Oct 09
3







	


Oct 08
3







	


Oct 07
8







	


Oct 06
3







	


Oct 05
5







	


Oct 02
8







	


Oct 01
13












	


September
107




	


Sep 30
7







	


Sep 29
1







	


Sep 28
6







	


Sep 25
2







	


Sep 24
1







	


Sep 23
1







	


Sep 22
9







	


Sep 21
9







	


Sep 18
5







	


Sep 17
3







	


Sep 16
6







	


Sep 15
3







	


Sep 14
8







	


Sep 11
11







	


Sep 10
5







	


Sep 08
6







	


Sep 07
5







	


Sep 04
11







	


Sep 02
1







	


Sep 01
7












	


August
140




	


Aug 31
6







	


Aug 28
6







	


Aug 27
2







	


Aug 25
6







	


Aug 21
15







	


Aug 20
1







	


Aug 19
1







	


Aug 18
7







	


Aug 17
11







	


Aug 14
4







	


Aug 13
15







	


Aug 12
5







	


Aug 11
4







	


Aug 10
11







	


Aug 07
3







	


Aug 06
14







	


Aug 04
12







	


Aug 03
16







	


Aug 02
1












	


July
154




	


Jul 31
9







	


Jul 30
1







	


Jul 29
4







	


Jul 28
1







	


Jul 27
29







	


Jul 24
2







	


Jul 23
3







	


Jul 22
4







	


Jul 21
1







	


Jul 20
10







	


Jul 17
8







	


Jul 16
6







	


Jul 15
3







	


Jul 14
11







	


Jul 13
6







	


Jul 12
4







	


Jul 11
4







	


Jul 10
6







	


Jul 09
7







	


Jul 08
1







	


Jul 07
7







	


Jul 06
12







	


Jul 03
7







	


Jul 02
2







	


Jul 01
6












	


June
144




	


Jun 30
7







	


Jun 29
6







	


Jun 25
9







	


Jun 23
7







	


Jun 22
8







	


Jun 20
1







	


Jun 19
1







	


Jun 18
7







	


Jun 16
11







	


Jun 15
11







	


Jun 12
1







	


Jun 11
5







	


Jun 10
4







	


Jun 09
13







	


Jun 08
9







	


Jun 05
6







	


Jun 04
22







	


Jun 03
16












	


May
150




	


May 22
6







	


May 21
6







	


May 20
2







	


May 19
10







	


May 18
12







	


May 15
7







	


May 14
6







	


May 13
3







	


May 12
15







	


May 11
8







	


May 08
14







	


May 07
12







	


May 06
11







	


May 05
13







	


May 04
18







	


May 01
7












	


April
213




	


Apr 30
6







	


Apr 29
8







	


Apr 28
10







	


Apr 27
17







	


Apr 24
6







	


Apr 23
11







	


Apr 22
3







	


Apr 21
27







	


Apr 20
9







	


Apr 17
14







	


Apr 16
2







	


Apr 15
15







	


Apr 14
16







	


Apr 10
8







	


Apr 09
8







	


Apr 08
8







	


Apr 07
3







	


Apr 06
27







	


Apr 03
1







	


Apr 02
9







	


Apr 01
5












	


March
161




	


Mar 31
5







	


Mar 30
6







	


Mar 29
1







	


Mar 28
8







	


Mar 27
6







	


Mar 26
4







	


Mar 25
14







	


Mar 24
4







	


Mar 23
11







	


Mar 21
1







	


Mar 20
2







	


Mar 19
4







	


Mar 18
11







	


Mar 17
1







	


Mar 16
7







	


Mar 15
3







	


Mar 14
3







	


Mar 13
3







	


Mar 12
11







	


Mar 11
3







	


Mar 10
6







	


Mar 09
14







	


Mar 05
8







	


Mar 04
3







	


Mar 03
5







	


Mar 02
13







	


Mar 01
4












	


February
205




	


Feb 27
15







	


Feb 25
9







	


Feb 24
21







	


Feb 21
5







	


Feb 20
21







	


Feb 19
7







	


Feb 18
1







	


Feb 17
25







	


Feb 14
9







	


Feb 13
13







	


Feb 12
8







	


Feb 11
12







	


Feb 10
13







	


Feb 07
14







	


Feb 06
10







	


Feb 05
10







	


Feb 04
5







	


Feb 03
7












	


January
178




	


Jan 31
4







	


Jan 30
4







	


Jan 29
9







	


Jan 28
4







	


Jan 27
5







	


Jan 25
2







	


Jan 24
4







	


Jan 23
4







	


Jan 22
9







	


Jan 21
8







	


Jan 20
5







	


Jan 18
1







	


Jan 17
9







	


Jan 16
10







	


Jan 15
3







	


Jan 14
8







	


Jan 13
19







	


Jan 10
6







	


Jan 09
4







	


Jan 08
9







	


Jan 07
7







	


Jan 06
19







	


Jan 04
1







	


Jan 03
16







	


Jan 01
8

















	


2019
2561




	


December
124




	


Dec 30
21







	


Dec 27
5







	


Dec 26
3







	


Dec 24
1







	


Dec 23
5







	


Dec 20
1







	


Dec 19
2







	


Dec 18
6







	


Dec 17
10







	


Dec 16
8







	


Dec 13
3







	


Dec 12
3







	


Dec 11
6







	


Dec 10
11







	


Dec 09
7







	


Dec 06
9







	


Dec 05
3







	


Dec 04
12







	


Dec 02
8












	


November
195




	


Nov 30
5







	


Nov 29
10







	


Nov 27
5







	


Nov 26
9







	


Nov 24
3







	


Nov 22
2







	


Nov 21
6







	


Nov 20
2







	


Nov 19
7







	


Nov 18
15







	


Nov 15
8







	


Nov 14
7







	


Nov 13
21







	


Nov 12
36







	


Nov 11
10







	


Nov 08
7







	


Nov 07
6







	


Nov 06
5







	


Nov 05
12







	


Nov 04
8







	


Nov 01
11












	


October
188




	


Oct 31
4







	


Oct 30
6







	


Oct 29
7







	


Oct 28
13







	


Oct 24
3







	


Oct 23
8







	


Oct 22
2







	


Oct 21
4







	


Oct 20
1







	


Oct 19
5







	


Oct 17
11







	


Oct 16
15







	


Oct 15
3







	


Oct 14
17







	


Oct 11
14







	


Oct 10
10







	


Oct 09
3







	


Oct 08
6







	


Oct 07
15







	


Oct 05
8







	


Oct 04
4







	


Oct 03
4







	


Oct 02
5







	


Oct 01
20












	


September
154




	


Sep 26
13







	


Sep 25
9







	


Sep 24
8







	


Sep 23
5







	


Sep 21
2







	


Sep 20
4







	


Sep 19
3







	


Sep 18
3







	


Sep 17
4







	


Sep 16
7







	


Sep 13
5







	


Sep 12
3







	


Sep 11
3







	


Sep 10
7







	


Sep 09
18







	


Sep 06
8







	


Sep 05
4







	


Sep 04
8







	


Sep 03
16







	


Sep 02
24












	


August
172




	


Aug 30
16







	


Aug 29
4







	


Aug 28
4







	


Aug 27
2







	


Aug 26
17







	


Aug 23
3







	


Aug 22
4







	


Aug 21
3







	


Aug 20
12







	


Aug 19
9







	


Aug 16
9







	


Aug 15
26







	


Aug 13
6







	


Aug 12
13







	


Aug 11
6







	


Aug 09
1







	


Aug 08
8







	


Aug 07
4







	


Aug 06
2







	


Aug 05
11







	


Aug 03
1







	


Aug 02
5







	


Aug 01
6












	


July
191




	


Jul 31
4







	


Jul 30
7







	


Jul 29
6







	


Jul 27
22







	


Jul 26
4







	


Jul 25
3







	


Jul 24
2







	


Jul 23
1







	


Jul 19
11







	


Jul 18
5







	


Jul 17
5







	


Jul 16
14







	


Jul 15
12







	


Jul 12
13







	


Jul 11
4







	


Jul 10
15







	


Jul 09
10







	


Jul 08
5







	


Jul 07
4







	


Jul 04
4







	


Jul 03
3







	


Jul 02
3







	


Jul 01
34












	


June
142




	


Jun 30
1







	


Jun 28
8







	


Jun 27
2







	


Jun 26
5







	


Jun 25
9







	


Jun 24
16







	


Jun 21
1







	


Jun 20
5







	


Jun 19
6







	


Jun 18
8







	


Jun 17
10







	


Jun 16
1







	


Jun 14
15







	


Jun 13
7







	


Jun 12
15







	


Jun 11
2







	


Jun 10
7







	


Jun 07
3







	


Jun 06
3







	


Jun 05
1







	


Jun 04
15







	


Jun 02
2












	


May
207




	


May 31
7







	


May 30
2







	


May 29
9







	


May 28
13







	


May 27
1







	


May 24
12







	


May 23
28







	


May 22
5







	


May 21
11







	


May 20
10







	


May 16
7







	


May 15
7







	


May 14
6







	


May 13
21







	


May 10
27







	


May 08
3







	


May 07
6







	


May 06
10







	


May 03
8







	


May 02
1







	


May 01
13












	


April
242




	


Apr 30
13







	


Apr 29
6







	


Apr 28
1







	


Apr 27
16







	


Apr 26
1







	


Apr 25
12







	


Apr 24
5







	


Apr 23
10







	


Apr 22
3







	


Apr 21
5







	


Apr 19
4







	


Apr 18
4







	


Apr 17
10







	


Apr 16
23







	


Apr 15
3







	


Apr 14
11







	


Apr 12
11







	


Apr 11
5







	


Apr 10
11







	


Apr 09
9







	


Apr 08
12







	


Apr 05
9







	


Apr 04
10







	


Apr 03
6







	


Apr 02
21







	


Apr 01
21












	


March
231




	


Mar 29
15







	


Mar 28
2







	


Mar 27
19







	


Mar 26
11







	


Mar 25
19







	


Mar 22
4







	


Mar 21
23







	


Mar 20
1







	


Mar 19
16







	


Mar 18
11







	


Mar 15
10







	


Mar 14
4







	


Mar 13
7







	


Mar 12
16







	


Mar 11
7







	


Mar 07
8







	


Mar 06
20







	


Mar 04
23







	


Mar 03
11







	


Mar 01
4












	


February
349




	


Feb 28
14







	


Feb 27
25







	


Feb 26
2







	


Feb 25
29







	


Feb 24
3







	


Feb 22
3







	


Feb 21
25







	


Feb 20
7







	


Feb 19
24







	


Feb 18
23







	


Feb 16
15







	


Feb 15
8







	


Feb 14
24







	


Feb 13
15







	


Feb 12
22







	


Feb 11
16







	


Feb 09
7







	


Feb 07
2







	


Feb 06
15







	


Feb 05
9







	


Feb 04
38







	


Feb 01
23












	


January
366




	


Jan 31
32







	


Jan 30
4







	


Jan 29
11







	


Jan 28
38







	


Jan 25
8







	


Jan 24
16







	


Jan 23
18







	


Jan 22
25







	


Jan 18
14







	


Jan 17
11







	


Jan 16
27







	


Jan 15
13







	


Jan 14
28







	


Jan 12
17







	


Jan 10
16







	


Jan 09
12







	


Jan 08
11







	


Jan 07
28







	


Jan 06
1







	


Jan 03
5







	


Jan 02
30







	


Jan 01
1

















	


2018
4336




	


December
324




	


Dec 31
24







	


Dec 28
6







	


Dec 27
13







	


Dec 25
1







	


Dec 24
14







	


Dec 22
23







	


Dec 21
2







	


Dec 20
8







	


Dec 19
15







	


Dec 18
9







	


Dec 17
12







	


Dec 16
1







	


Dec 14
13







	


Dec 13
2







	


Dec 12
3







	


Dec 11
23







	


Dec 10
30







	


Dec 09
2







	


Dec 07
5







	


Dec 06
26







	


Dec 05
14







	


Dec 04
33







	


Dec 03
36







	


Dec 01
9












	


November
237




	


Nov 30
17







	


Nov 29
1







	


Nov 28
21







	


Nov 27
1







	


Nov 26
7







	


Nov 25
10







	


Nov 23
1







	


Nov 22
1







	


Nov 21
6







	


Nov 20
9







	


Nov 19
6







	


Nov 16
8







	


Nov 15
31







	


Nov 14
2







	


Nov 13
26







	


Nov 12
24







	


Nov 09
8







	


Nov 07
7







	


Nov 06
9







	


Nov 05
32







	


Nov 03
3







	


Nov 01
7












	


October
359




	


Oct 31
6







	


Oct 30
21







	


Oct 29
32







	


Oct 27
2







	


Oct 26
20







	


Oct 24
18







	


Oct 23
12







	


Oct 22
14







	


Oct 19
8







	


Oct 18
3







	


Oct 17
15







	


Oct 16
22







	


Oct 15
35







	


Oct 14
1







	


Oct 12
19







	


Oct 11
36







	


Oct 10
25







	


Oct 09
2







	


Oct 08
16







	


Oct 06
1







	


Oct 05
11







	


Oct 04
9







	


Oct 03
4







	


Oct 02
8







	


Oct 01
19












	


September
256




	


Sep 28
12







	


Sep 27
9







	


Sep 26
11







	


Sep 25
28







	


Sep 24
24







	


Sep 21
7







	


Sep 20
8







	


Sep 19
12







	


Sep 18
21







	


Sep 17
1







	


Sep 14
21







	


Sep 13
2







	


Sep 12
24







	


Sep 11
2







	


Sep 10
15







	


Sep 07
11







	


Sep 06
14







	


Sep 05
31







	


Sep 04
1







	


Sep 02
2












	


August
376




	


Aug 31
6







	


Aug 30
31







	


Aug 29
2







	


Aug 28
16







	


Aug 27
28







	


Aug 26
2







	


Aug 25
2







	


Aug 24
2







	


Aug 23
35







	


Aug 22
12







	


Aug 21
6







	


Aug 20
30







	


Aug 17
25







	


Aug 16
9







	


Aug 15
15







	


Aug 14
8







	


Aug 13
23







	


Aug 12
2







	


Aug 10
11







	


Aug 09
12







	


Aug 08
15







	


Aug 07
2







	


Aug 06
30







	


Aug 05
1







	


Aug 04
1







	


Aug 03
12







	


Aug 02
32







	


Aug 01
6












	


July
295




	


Jul 31
7







	


Jul 30
18







	


Jul 28
1







	


Jul 27
4







	


Jul 26
19







	


Jul 25
4







	


Jul 24
21







	


Jul 22
1







	


Jul 21
8







	


Jul 19
7







	


Jul 18
20







	


Jul 17
13







	


Jul 16
27







	


Jul 13
23







	


Jul 12
17







	


Jul 11
11







	


Jul 10
16







	


Jul 09
14







	


Jul 07
9







	


Jul 06
2







	


Jul 05
12







	


Jul 04
6







	


Jul 03
8







	


Jul 02
27












	


June
314




	


Jun 30
1







	


Jun 29
5







	


Jun 28
19







	


Jun 27
5







	


Jun 26
8







	


Jun 25
32







	


Jun 24
1







	


Jun 22
11







	


Jun 21
18







	


Jun 20
11







	


Jun 19
5







	


Jun 18
19







	


Jun 17
1







	


Jun 15
8







	


Jun 14
5







	


Jun 13
14







	


Jun 12
23







	


Jun 11
32







	


Jun 08
13







	


Jun 07
18







	


Jun 06
9







	


Jun 05
28







	


Jun 04
20







	


Jun 03
4







	


Jun 01
4












	


May
542




	


May 31
32







	


May 30
48







	


May 29
9







	


May 28
12







	


May 27
11







	


May 26
30







	


May 25
49







	


May 24
50







	


May 23
21







	


May 22
21







	


May 21
30







	


May 20
11







	


May 18
24







	


May 17
14







	


May 16
23







	


May 15
13







	


May 14
10







	


May 13
8







	


May 12
1







	


May 11
6







	


May 10
11







	


May 09
13







	


May 08
9







	


May 07
10







	


May 06
5







	


May 04
7







	


May 03
19







	


May 02
27







	


May 01
18












	


April
353




	


Apr 30
6







	


Apr 29
1







	


Apr 27
2







	


Apr 26
29







	


Apr 25
11







	


Apr 24
45







	


Apr 23
14







	


Apr 21
13







	


Apr 19
7







	


Apr 18
32







	


Apr 17
30







	


Apr 16
3







	


Apr 13
9







	


Apr 12
3







	


Apr 11
13







	


Apr 10
20







	


Apr 09
32







	


Apr 07
5







	


Apr 06
7







	


Apr 05
14







	


Apr 04
8







	


Apr 03
11







	


Apr 02
38












	


March
309




	


Mar 30
30







	


Mar 29
22







	


Mar 28
7







	


Mar 27
24







	


Mar 26
13







	


Mar 23
15







	


Mar 22
8







	


Mar 21
1







	


Mar 20
32







	


Mar 19
17







	


Mar 16
8







	


Mar 15
2







	


Mar 14
2







	


Mar 13
14







	


Mar 12
24







	


Mar 09
13







	


Mar 08
5







	


Mar 07
8







	


Mar 06
16







	


Mar 05
21







	


Mar 04
16







	


Mar 03
1







	


Mar 02
9







	


Mar 01
1












	


February
465




	


Feb 28
22







	


Feb 27
16







	


Feb 26
14







	


Feb 23
42







	


Feb 22
16







	


Feb 21
6







	


Feb 20
12







	


Feb 19
10







	


Feb 17
28







	


Feb 16
50







	


Feb 15
39




	
Social Oauth Login PHP SQL Injection

	
Microsoft Intune App PIN Bypass

	
News Website Script 2.0.4 SQL Injection

	
Microsoft Edge Chakra JIT Incomplete Fix

	
NAT32 Build 22284 Remote Command Execution

	
userSpice 4.3 Cross Site Scripting

	
GNU binutils 2.26.1 Integer Overflow

	
Dell EMC VMAX Virtual Appliance (vApp) File Upload...

	
TypeSetter CMS 5.1 Host Header Injection

	
dotCMS SQL Injection

	
Pdfium - Out-of-Bounds Read with Shading Pattern B...

	
Pdfium - Pattern Shading Integer Overflows

	
Chrome V8 - 'Runtime_RegExpReplace' Integer Overflow

	
Microsoft Edge Chakra JIT - 'LdThis' Type Confusion

	
Microsoft Edge Chakra JIT - 'Array.prototype.rever...

	
Microsoft Edge Chakra JIT - 'NewScObjectNoCtor' Ar...

	
Microsoft Edge Chakra JIT - Memory Corruption

	
Microsoft Edge Chakra JIT - ImplicitCallFlags Chec...

	
Microsoft Edge Chakra JIT - 'GlobOpt::OptTagChecks...

	
Microsoft Edge Chakra JIT - Array Type Confusion v...

	
Jenkins CVE-2018-6356 Directory Traversal Vulnerab...

	
Dasan Networks GPON ONT WiFi Router H640X versions...

	
Dell EMC Isilon OneFS Multiple Security Vulnerabil...

	
QNAP HelpDesk < 1.1.12 - SQL Injection

	
Hotspot Shield - Information Disclosure

	
iBall WRA150N - Multiple Vulnerabilities

	
GitStack - Unauthenticated Remote Code Execution

	
Trustwave SWG 11.8.0.27 - SSH Unauthorized Access

	
Ichano AtHome IP Cameras - Multiple Vulnerabilities

	
Monstra CMS - Remote Code Execution

	
Linux Kernel (Ubuntu 17.04) - 'XFRM' Local Privile...

	
DblTek - Multiple Vulnerabilities

	
Ametys CMS 4.0.2 - Unauthenticated Password Reset

	
Cisco UCS Platform Emulator 3.1(2ePE1) - Remote Co...

	
K7 Total Security 15.1.0.305 - Device Driver Arbit...

	
Linux Kernel - 'AF_PACKET' Use-After-Free

	
Ikraus Anti Virus 2.16.7 - Remote Code Execution

	
FiberHome - Directory Traversal

	
PHP Melody 2.7.3 - Multiple Vulnerabilities






	


Feb 14
7







	


Feb 13
10







	


Feb 12
14







	


Feb 11
6







	


Feb 10
28







	


Feb 09
2







	


Feb 08
6







	


Feb 07
33







	


Feb 06
31







	


Feb 05
16







	


Feb 04
2







	


Feb 02
50







	


Feb 01
5












	


January
506




	


Jan 31
7







	


Jan 30
19







	


Jan 29
8







	


Jan 28
46







	


Jan 26
6







	


Jan 25
5







	


Jan 24
15







	


Jan 23
48







	


Jan 22
7







	


Jan 21
6







	


Jan 20
14







	


Jan 19
19







	


Jan 18
15







	


Jan 17
12







	


Jan 16
11







	


Jan 15
30







	


Jan 12
30







	


Jan 11
24







	


Jan 10
40







	


Jan 09
40







	


Jan 08
13







	


Jan 06
20







	


Jan 05
10







	


Jan 04
24







	


Jan 03
19







	


Jan 02
13







	


Jan 01
5

















	


2017
4463




	


December
471




	


Dec 31
12







	


Dec 30
10







	


Dec 29
43







	


Dec 28
1







	


Dec 27
9







	


Dec 26
6







	


Dec 25
1







	


Dec 24
7







	


Dec 22
10







	


Dec 21
5







	


Dec 20
8







	


Dec 19
33







	


Dec 18
29







	


Dec 17
9







	


Dec 15
17







	


Dec 14
6







	


Dec 13
20







	


Dec 12
43







	


Dec 11
44







	


Dec 10
26







	


Dec 09
16







	


Dec 08
26







	


Dec 07
10







	


Dec 06
19







	


Dec 05
32







	


Dec 04
3







	


Dec 03
14







	


Dec 02
1







	


Dec 01
11












	


November
340




	


Nov 30
13







	


Nov 29
14







	


Nov 28
12







	


Nov 27
11







	


Nov 25
14







	


Nov 24
3







	


Nov 23
4







	


Nov 22
30







	


Nov 21
20







	


Nov 20
9







	


Nov 19
2







	


Nov 17
7







	


Nov 16
14







	


Nov 15
19







	


Nov 14
16







	


Nov 13
25







	


Nov 10
5







	


Nov 09
24







	


Nov 08
7







	


Nov 07
25







	


Nov 06
15







	


Nov 05
2







	


Nov 04
5







	


Nov 03
14







	


Nov 02
20







	


Nov 01
10












	


October
397




	


Oct 31
9







	


Oct 30
43







	


Oct 27
8







	


Oct 26
7







	


Oct 25
26







	


Oct 24
40







	


Oct 23
11







	


Oct 22
2







	


Oct 21
7







	


Oct 20
8







	


Oct 19
6







	


Oct 18
9







	


Oct 17
30







	


Oct 16
11







	


Oct 14
12







	


Oct 13
20







	


Oct 12
13







	


Oct 11
5







	


Oct 10
19







	


Oct 09
6







	


Oct 08
3







	


Oct 07
14







	


Oct 06
4







	


Oct 05
5







	


Oct 04
29







	


Oct 03
4







	


Oct 02
27







	


Oct 01
19












	


September
466




	


Sep 29
52







	


Sep 28
19







	


Sep 27
14







	


Sep 26
12







	


Sep 25
35







	


Sep 24
6







	


Sep 23
10







	


Sep 22
6







	


Sep 21
7







	


Sep 20
3







	


Sep 19
29







	


Sep 18
14







	


Sep 17
3







	


Sep 15
20







	


Sep 14
47







	


Sep 13
32







	


Sep 12
31







	


Sep 11
28







	


Sep 10
11







	


Sep 09
11







	


Sep 08
4







	


Sep 07
23







	


Sep 06
8







	


Sep 05
10







	


Sep 04
27







	


Sep 03
2







	


Sep 01
2












	


August
361




	


Aug 31
2







	


Aug 30
3







	


Aug 29
18







	


Aug 28
37







	


Aug 25
10







	


Aug 23
14







	


Aug 22
16







	


Aug 21
53







	


Aug 18
25







	


Aug 17
21







	


Aug 16
23







	


Aug 15
4







	


Aug 14
30







	


Aug 13
1







	


Aug 11
5







	


Aug 10
22







	


Aug 08
7







	


Aug 07
1







	


Aug 06
2







	


Aug 05
1







	


Aug 04
4







	


Aug 03
15







	


Aug 02
24







	


Aug 01
23












	


July
268




	


Jul 31
39







	


Jul 30
1







	


Jul 29
9







	


Jul 27
26







	


Jul 26
5







	


Jul 25
2







	


Jul 24
26







	


Jul 22
1







	


Jul 21
20







	


Jul 20
1







	


Jul 18
16







	


Jul 16
2







	


Jul 15
8







	


Jul 14
8







	


Jul 13
18







	


Jul 12
5







	


Jul 11
14







	


Jul 10
17







	


Jul 09
1







	


Jul 08
5







	


Jul 07
3







	


Jul 06
16







	


Jul 05
10







	


Jul 04
2







	


Jul 03
12







	


Jul 01
1












	


June
438




	


Jun 30
24







	


Jun 29
7







	


Jun 28
23







	


Jun 27
10







	


Jun 26
21







	


Jun 24
17







	


Jun 23
17







	


Jun 22
12







	


Jun 21
41







	


Jun 20
27







	


Jun 19
36







	


Jun 16
8







	


Jun 15
19







	


Jun 14
18







	


Jun 13
22







	


Jun 12
27







	


Jun 11
8







	


Jun 09
7







	


Jun 08
19







	


Jun 07
24







	


Jun 06
12







	


Jun 05
24







	


Jun 02
7







	


Jun 01
8












	


May
425




	


May 31
39







	


May 30
7







	


May 29
8







	


May 27
19







	


May 26
12







	


May 25
26







	


May 24
3







	


May 23
26







	


May 22
20







	


May 21
5







	


May 20
10







	


May 19
17







	


May 18
2







	


May 17
24







	


May 16
19







	


May 15
25







	


May 13
13







	


May 12
3







	


May 11
8







	


May 10
20







	


May 09
19







	


May 08
17







	


May 06
5







	


May 05
14







	


May 04
8







	


May 03
24







	


May 02
6







	


May 01
26












	


April
906




	


Apr 30
5







	


Apr 28
6







	


Apr 27
25







	


Apr 26
10







	


Apr 25
24







	


Apr 24
29







	


Apr 23
10







	


Apr 22
11







	


Apr 21
42







	


Apr 20
45







	


Apr 19
66







	


Apr 18
51







	


Apr 17
42







	


Apr 16
3







	


Apr 15
6







	


Apr 14
63







	


Apr 13
69







	


Apr 12
22







	


Apr 11
51







	


Apr 10
64







	


Apr 09
51







	


Apr 08
1







	


Apr 07
27







	


Apr 06
38







	


Apr 05
39







	


Apr 04
30







	


Apr 03
22







	


Apr 02
31







	


Apr 01
23












	


March
391




	


Mar 31
29







	


Mar 30
38







	


Mar 29
133







	


Mar 28
35







	


Mar 27
31







	


Mar 26
33







	


Mar 25
35







	


Mar 24
32







	


Mar 23
25





















Show more
Show less

























